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UNITED STATES DISTRICT COURT
for the

Middle District of Louisiana

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address) ^ Case No. 19-mi- ^*l 0

One Gray External Hard Drive, and One Black Apple )
[Phone, Currently Located at 2600 Citiplace Centre,

Suite 425, Baton Rouge, Louisiana 70808

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify fhe person or describe the
property to be searched and give Us location):

SEE ATTACHMENT "A"

located in the Middle District of Louisiana ^ there is now concealed (identify the

person or describe the property to be seized}'.

SEE ATTACHMENT "B"

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):

evidence of a crime;

1, fhiits of crime, or other items illegally possessed;

property designed for use, intended for use, or used in committing a crime;

H a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of;

Code Section Offense Description

18 U.S.C. § 1029 ACCESS DEVICE FRAUD

The application is based on these facts:

SEE ATTACHED AFFIDAVIT

Continued on the attached sheet.

D Delayed notice of days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.Q § 3103a, the basis of which is set forth on the attached sheet.

^/p
Applicant's signature

Kevin Bodden, Senior Special Agent

Printed name and title

Sworn to before me and signed in my presence. , ..,
^

Date: 03/20/2019 -._.X..^—V ^ - ~\- 'V- - ^^_

Judge's sigiHftlnre

City and stale: Baton Rouge, Louisiana Richard^L. Bourgeois, Jr., Magistrate Judge
Printed name and title



IN THE UNITED STATES DISTRICT COURT

FOR THE MIDDLE DISTRICT OF LOUISIANA

IN THE MATTER OF THE SEARCH OF
THE GRAY EXT. HARD DRIVE AND THE
BLACK APPLE IPHONE, CURRENTLY
LOCATED AT 2600 CITIPLACE CENTRE,
SUITE 425, BATON ROUGE, LOUISIANA
70808

Case No. \c\- ^~ 4 0

AFFIDAVIT IN SUPPORT OF AN
APPLICATION UNDER RULE 41 FOR A

WARRANT TO SEARCH AND SEIZE

I, Senior Special Agent Kevin Bodden, being first duly sworn, hereby depose and state as

follows:

INTRODUCTION AND AGENT BACKGROUND

1. I make this affidavit in support of an application under Rule 41 of the Federal

Rules of Criminal Procedure for a search warrant authorizing the examination ofproperty-

electronic devices—which are currently in law enforcement possession, and the extraction from

that property of electronically stored information described in Attachment B.

2. I am a Senior Special Agent ("SSA") with the U.S. Secret Service ("USSS"),

cmrently assigned to the Baton Rouge Resident Office, and have been an agent since September

2, 1997. During my tenure as a Special Agent, I have conducted and participated in numerous

investigations of criminal activity, including but not limited to, access device and credit card

fraud, identity theft, and other financial crimes involving cellphones and computer equipment.

During the investigations of these cases, I have executed or participated in the execution of

several search warrants, and seized evidence of such violations.



3. This affidavit is intended to show only that there is sufficient probable cause for

the requested warrant and does not set forth all of my knowledge about this matter.

IDENTIFICATION OF THE DEVICE TO BE EXAMINED

4. The property to be searched is a black Apple iPhone with a cracked front screen,

seized from Cristian Constantin on March 10, 2019, and a gray Shen Zhen DNS Industries,

external hard-drive, Model: 16WMS126-SLV, Serial Number 1846A, also seized from Cdstian

Constantin on March 10, 2019, hereinafter the "Devices." The Devices are currently located in

the U.S. Secret Service Baton Rouge Resident Office's evidence vault, located at 2600 Citiplace

Centre, Suite 425, Baton Rouge, Louisiana 70808.

5. The applied-for warrant would authorize the forensic examination of the Device

for the purpose of identifying electronically stored data particularly described in Attachment B.

PROBABLE CAUSE

6. These Devices were seized (initially by deputies of the East Baton Rouge Parish

Sheriffs Office, and subsequently by your Affiant, SSA Kevin Bodden) from Cristian

Constantin ("Constantin") and a female passenger (a minor), on March 10, 2019, while at an

ATM machine at the Capital One Bank located at 6581 Siegen Lane, in Baton Rouge, Louisiana.

Investigation several days prior to this seizure date, by senior fraud analysts at Capital One Bank,

showed that Constantin, along with several others in multiple vehicles, were traversing the State

of Louisiana and using counterfeit re-encoded credit cards to fraudulently obtain cash from

ATMs in both Shreveport and Baton Rouge, Louisiana.

7. Capital One Bank analysts were tracking Constantin and this large group of

subjects in at least four (4) different vehicles, in real time," via ATM surveillance cameras.

Bank analysts told agents that all Capital One Bank cards are embedded with security chips that



are read by the ATM machines. Data on this embedded security chip must match and agree with

information on the card's magnetic stripe. Some older cards, issued from other banks but still

honored and processed at Capital One Bank ATMs, do not have embedded security chips.

Whenever a card is inserted into a Capital One Bank ATM and it does not have an embedded

security chip, and the card is purporting itself to have been issued by Capital One Bank (i.e. the

card is not a Capital One Bank card) the ATM will then read the card's magnetic stripe and

process the cash transaction as long as a proper PIN number is entered. At this same time, a

"fallback report" is immediately generated, alerting bank fraud analysts within seconds that this

type of suspect card is being processed at a Capital One Bank ATM. This alert that is sent to

bank analysts contains information such as the date/time of the transaction, the card number and

the physical street and address location of the bank's ATM, along with ATM camera footage in

"real time."

8. As previously mentioned, bank analysts, namely Ms. Bobbie Downey of Capital

One Bank, began tracking this large group of subjects, which included Cristian Constantin, as

they transacted fraudulent re-encoded cards at ATMs in Shreveport and then into Baton Rouge.

Ms. Downey was able to identify the subjects in the group and their vehicles with license plates,

via ATM footage. Ms. Downey began collecting ATM surveillance, still photos, and videos of

the subjects, their vehicles and license plates, and she initially began passing this information

onto SSA Dan'on Craft of Shreveport, Louisiana, then later to your Affiant. Ms. Downey was

able to identify the following vehicles that this group was traveling in: a white GMC SUV with

license plate number PHW-718; a white Honda Accord sedan with license plate number

30434G1; a black Mercedes Benz sedan with license plate number 24973V7; and a gray/silver

VW Jetta with license plate number 30323T3.



9. On Sunday, March 10, 2019, when your Affiant began receiving these alerts from

Ms. Downey, agents alerted the Louisiana State Police, Baton Rouge Police Department, the

East Baton Rouge Sheriffs Office ("EBRSO"), and law enforcement in Livingston Parish, and

forwarded to them the vehicle descriptions and license plate identifiers. As your Affiant

received alerts from Ms. Downey with physical street locations for each ATM transaction,

Affiant would immediately contact that respective law enforcement agency and request that

officers or deputies relocate to that bank location and observe any activity at the ATM. For

approximately three (3) hours on Sunday, March 10,2019, your Afflant received these bank

alerts and each time, dispatched law enforcement agencies to ATM locations, approximately

every 15-30 minutes.

10. Eventually at about 15:26 hours on March 10, an alert was received by your

Affiant and forwarded to EBRSO, for the Capital One Bank ATM located at 6581 Siegen Lane

in Baton Rouge, Louisiana. EBRSO deputies were dispatched and Deputy Michele Partenheimer

observed and detained the previously mentioned white GMC SUV with license plate number

PHW-718. Deputy Partenheimer and other deputies observed a second unknown vehicle depart

the location and then removed a female passenger (a 17 year-old minor) and a male driver, later

identified as Cristian Constantin. Both were secured in separate EBRSO patrol units. Your

Affiant was quickly contacted and he arrived on the scene at approximately 16:05. While your

Affiant was en route, deputies found that the white GMC Terrain vehicle had a stolen Louisiana

license plate taped over a genuine Florida license plate belonging to the vehicle, a rental car from

Dollar Rent A Car, and black electrician's tape covering the VIN number on the front driver s

glass windshield.



11. Upon your Affiant's arrival at the scene, deputies showed him a large purple

pouch with a waist string that deputies described as a "Boost Bag," commonly used by criminals

to shop lift. Deputies explained that, in their duties, they commonly found such "Boost Bags"

concealed underneath the skirts of female suspects who hid stolen items inside. Deputy

Partenheimer told your Affiant that during their officer safety pat down of the female passenger,

prior to securing her in their patrol unit, they felt something hard and secreted under her skirt and

found the "Boost Bag." Deputy Partenheimer displayed the secreted contents of the "Boost Bag

on the hood of her patrol unit for agent's inspection. Your Affiant inspected the items and found

a large quantity of credit cards, cash, an MSR605 card encoder, and a pink wallet with several

suspect identification cards. Later investigation showed that there were over 100 counterfeit re-

encoded cards, approximately $5,000 in $20 banknotes, and several ID cards, all bearing Cristian

Constantin's photo, with some in the name of Cristian Constantin and some in the name of

William Miclescu. Deputies indicated to your Affiant that both spoke little to no English.

12. Your Affiant was told that EBRSO would take Constantin and the minor female

passenger into custody and charge both with state violations of access device fraud and transport

them to the EBRSO Jail for booking. After observing the stolen plate taped over a genuine

Florida license plate, and the tape over the VItST on the windshield, your Affiant decided to

confirm if the vehicle was indeed a rental car. He checked the front glove box and located a

rental agreement for Dollar Rent A Car in Orlando, Florida, which indicated that William

Miclescu rented the vehicle on 3/03/19 and that is was due to be returned on 3/16/19. Your

Affiant instructed EBRSO to call and notify Dollar Rent A Car of the status of their rental car

and to have them retrieve it. In order to facilitate the return of the rental car to Dollar Rent A

Car, your Affiant emptied the rental car of all belongings and transferred them to Affiant's



official vehicle for eventual inventorying at Afflanfs office. Those items were later secured in

the USSS Baton Rouge Resident Office, inventoried and secured in the evidence vault. Prior to

departing, your Affiant and deputies confirmed the count on all cash, for accuracy, including

cash found in the female's "Boost Bag," and cash ($520) found in the back seat of the vehicle

underneath a purple purse belonging to the female passenger.

13. After securing the items in the USSS office, your Afflant conducted a full

inventory of all items removed from the vehicle, in order to facilitate the return of the car to

Dollar Rent A Car. Among those items inventoried and of significance, are the following; (1)

Approximately 135 cards with all but one (134 cards) re-encoded with stolen bank credit/debit

card numbers; (2) $5,280 in $20 banlmotes; (3) an MSR605 card encoder device S/N:

6050104161299; (4) a pink zippered wallet containing the following ID cards:

a. Romanian passport number 087799883 for William Miclescu bearing the photo of
Cristian Constantin;

b. Romanian EU ID card number D0028495J for William Miclescu bearing the
photo of Cristian Constantin;

c. Romanian EU ID card number DOO 184428 J for Cristian Constantin and bearing
his photo;

d. Romanian ID card number 1990514160017, 96004262 for Crisdan Constantin
and bearing his photo;

e. Florida ID card, number M107035 for William Miclescu, bearing the photo of
Cristian Constantin;

f. Florida Driver's License number C523-100-99-174-0, m the name ofCristian

Constantin, bearing the photo ofCristian Constantin; and
g. Two ID cards for the female passenger, a minor;

(5) the stolen Louisiana license plate number PHW-718 which covered the genuine Florida plate,

numberKCQ-Q43, (6) the black tape which covered the VEST number on the windshield; (7), a

Walgreen's receipt from Western Union, dated 3/10/19 at 10:40 AM, from Lafayette, Louisiana,

wiring $1,000 under MTCN number 6809, from sender William Miclescu, to receiver Natalia

Berchez in Virginia; (8) a brown men's leather wallet found in the "Boost Bag ; (9) a gray, Shen



Zhen DNS Industries Co., external hard-drive, Model: 16WMS126-SLV, S/N: 1846A found

inside a black leather satchel found on the front passenger seat of the vehicle; and, (10) one black

Apple iPhone found on the dash of the vehicle.

14. After your Affiant inventoried all of the vehicle's and subject's belongings at

Affianfs office, Afflant used a magnetic stripe reader device to read all of the seized cards.

Your Affiant confirmed that 129 of the 130 cards from the female's "Boost Bag," and five out of

ten cards found in a brown leather wallet from the "Boost Bag" were counterfeit, re-encoded

cards, on Walmart Vanilla type gift cards. Of the 130 cards from the "Boost Bag/' one still

retained its original gift card account number on the magnetic stripe and hadn't been re-encoded

yet.

15. During Affianfs investigation of this case, on Monday, March 1 1, 2019, the

Livingston Parish Sheriffs Office observed and stopped in Denham Springs, Louisiana, two of

the other four vehicles alerted to agents by Capital One Bank. LPSO deputies stopped the

previously mentioned black Mercedes Benz sedan and the white Honda Accord sedan, along

with several other Romanian subjects known by Capital One Bank, via ATM footage, to be

working with Constantin in this scheme. Fallback reports were also generated by this group's

use of the counterfeit credit cards issued by other banks, not just cards issued by Capital One

Bank, at these Capital One Bank ATM locations. The Livingston Parish matter is currently

being investigated by SA Kathleen Cure of the USSS and she notified Affiant that just as in his

East Baton Rouge Parish case, large quantities of counterfeit re-encoded cards, along with cash,

was seized from numerous Romanian individuals that included a female passenger, who is also a

17 year-old minor. In both incidents, cellphones were located and seized, but a laptop computer

was not discovered, located or seized.



16. While inventorying the evidence in this case, the subject's property and the

vehicle's content, your Affiant secured a black Apple iPhone cellphone with a cracked front

screen, and with no distinguishing serial numbers or identifiers on the exterior. This device was

originally found on the front dash of the GMC Terrain rental car being driven by Constantm.

While being inventoried, your Affiant left the cellphone In its original state, powered up and

turned on and noticed that it continually missed calls and received messages as displayed In plain

sight on its lite front screen. Your Affiant took a photo of the exterior front of the phone to

record the device as evidence, and noticed that the phone's front screen displayed multiple

messages from "Amadeus" in Messenger, multiple message from "guilimata_lasimata" in

Instagram, and a message in the program "5MILES." Affiant knows that "Messenger" is the

messaging format and program from Facebook users, and that Instagmm is another social media

messaging format.

17. Following Constantin's arrest, your Affiant located a pawn store ticket from a

pawn shop in the Orlando, Florida, area. Orlando USSS agents investigated this pawn store

ticket and receipt and obtained information and ID cards used in this pawn transaction. One item

of interest presented to this pawn store, and obtained by Orlando USSS agents, was a Romanian

passport bearing the photo ofConstantin and in the name ofCristian Constantin, which is

identical to the seized Romanian passport by EBRSO deputies on March 10, 2019, in Baton

Rouge. Your Affiant noted that the Romanian passports were identical in appearance, and

although they both contained the photo ofCristian Constandn, the passport from Baton Rouge,

Louisiana, is in the name of William Miclescu and the passport from Orlando, Florida, is in the

name of Cristian Constantin.



18. Based on Affianfs more than 20 years of experience in working financial fraud

cases and counterfeit credit card/access devices investigations, he immediately recognized the

MSR605 card encoder as a device with the singular purpose of encoding data onto

credit/debit/gift style cards. Affiant immediately recognized its use by criminal subjects to re-

encode stolen access device number onto existing cards for the pmpose of making fraudulent

transactions, either at merchants or at ATMs. Affiant knows from his more than 20 years of

experience that these MSR605 encoder devices do not store information and are not media

storage devices, but must be used in conjunction with either a laptop or, if it has wireless

capability, can be used with a cellphone. Affiant believes that this seized MSR605 encoder

device is not wireless capable and, therefore, must be used along with a laptop to encode stolen

access device numbers onto other cards. Afflant further knows that a source of stolen access

device numbers can be stored on external hard-drives or on the laptop itself.

19. In the case of the gray, Shen Zhen DNS Industries Co., external hard-drive,

Model: 16WMS126-SLV, S/N: 1846A, your Affiant lcnows that this device stores electronic

media. Affiant farther knows that these devices are capable of storing stolen access device

numbers, credit card account numbers and data, software programs to manufacture counterfeit

identification cards, and images used to make counterfeit identification cards. Based on the facts

to date, specifically that over 100 counterfeit, re-encoded access device cards were seized in this

matter; the seizure of multiple suspect and likely false identification cards mixed in with possibly

genuine ID cards; the presence of two separate Romanian passports (one seized in Baton Rouge,

and one recorded at a pawn shop in Orlando), both with Constantin's photo but in different

names, your Affiant has probable cause to believe that evidence of criminal behavior is still

stored on the gray, Shen Zhen DNS Industries Co. external hard-drive, Model: 16WMS126-SLV,



S/N: 1846A. Your Affiant believes that stolen access device numbers and data, along with

software programs and images used in the production of false identification cards and

documents, are stored on this media device.

20. In the case of the black Apple iPhone with the cracked screen, previously seized

from the white GMC Terrain rental vehicle driven by Constantin, your Affiant knows that, based

on research and card transactions, and confirmed by ATM footage reviewed by Ms. Bobbi

Downey, a Capital One Bank fraud analyst, that Constantin was one individual of a larger group

of persons, traveling in four (4) separate vehicles, who targeted bank ATMs from at least 3/07/19

until 3/11/19 in both Slu'eveport and Baton Rouge, Louisiana. Your Affiant knows that by

observing the front screen of the cellphone while it was being secured for inventoried and

entered into evidence, it displayed multiple Facebook messages from "Amadeus and multiple

Instagram messages from "guilimata__lasimata", and your Affiant also knows that these

cellphone devices have mapping programs commonly installed on them. Your Affiant also

knows that Instagram is a photo centered social media platform and noticed that the seized Apple

iPhone did indeed have a camera installed on the back, allowing it to take and record

photographs.

21. Additionally, your Affiant has received information that Constantm is from the

Orlando area, and there are no indications that he or the others, have ever resided or visited the

state of Louisiana. In this incident, there were no GPS units found or seized from the white

GMC Terrain rental car that Constantin drove. As such, your Affiant believes that Constantine

and the others would have used the Apple iPhone's mapping software, along with search engines

installed on such smartphones, to find their way from Shreveport to Baton Rouge. Your Affiant

also believes that based on the volume of Capital One Bank ATMs visited by Constantm and this

10



group, he and others would have used the Apple iPhone's mapping software, along with search

engines installed on such smartphones, to locate and to direct them to these numerous bank ATM

locations.

22. Because of the numerous vehicles in this group, as identified by Ms. Downey of

Capital One Bank, as mentioned previously, a white GMC SUV, a black Mercedes Benz, a white

Honda Accord and a silver/gray VW Jetta, your Afflant believes that there would have been

numerous and continuous communications between Constantin and others in the group. The

lack of a located and seized laptop computer, that your Affiant believes is required to operate the

MSR605 encoder device to re-encode all of the seized counterfeit access device cards, indicates

that a "Ring Leader" or another associate of this group must have been not been located and

arrested, in either incident. The presence of messages from "Amadeus" immediately following

Constantin's arrest, along with a Lafayette, Louisiana, Walgreen's receipt, dated 3/10/19 at 10:40

AM, only a few hours prior to his arrest in Baton Rouge, showing that he wired $ 1,000 in cash to

unknown persons, again indicate a possible "Ring Leader" or associate. Your Affiant believes

that communications and Instructions will be located on the Apple iPhone.

23. In the case of the seized black Apple iPhone with the cracked screen, your Affiant

has probable cause to believe that evidence of criminal behavior is still stored on this smartphone

device. Your Affiant has probable cause to believe that records ofFacebook Messenger text

messages, social media postings in Facebook and Instagram, records of phone calls, IP

addresses, records of search engine searches, along with mapping coordinates are still stored on

this smartphone media device.

24. The Device is currently in the lawful possession of the U.S Secret Service Baton

Rouge Resident Office, and secured in their evidence vault, located at 2600 Citiplace Centre,
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Suite 425, Baton Rouge, Louisiana. The Device came into the US Secret Service s possession in

the following way: Upon the arrest ofConstantin and the minor female passenger, the vehicle, a

white GMC Terrain, needed to be returned and picked up by owners of the rental car, Dollar

Rent A Car. Your Affiant instructed EBRSO to call and notify Dollar Rent A Car that their

property should be retrieved, since it was supposed to be returned to their offices in Orlando, and

subsequently took all items from the vehicle and brought them to the Affiant's office to be

secured and inventoried. Your Affiant seeks this warrant to insure that an examination of the

Devices will comply with the Fourth Amendment and other applicable laws.

25. The Devices are currently in storage at U.S Secret Service Baton Rouge Resident

Office, and secured in their evidence vault, located at 2600 Citiplace Centre, Suite 425, Baton

Rouge, Louisiana. In Affiant's training and experience, Afflant knows that the Devices have

been stored in a manner in which its contents are, to the extent material to this investigation, in

substantially the same state as they were when the Devices first came into the possession of the

U.S. Secret Service.

26. Your Affiant believes that Constantin and others within this group communicated

in the Romanian language. The U.S. Secret Service has contracted vendors who routinely

translate audio files, written documents, recordings and other audio and written files, from

Romanian into English. Your Affiant has successfully used these specific services within the

last two years, to translate recorded jail telephone calls in the Romanian language and translated

into English.

TECHNICAL TERMS

27. Based on my training and experience, I use the following technical terms to

convey the following meanings:

12



a. Wireless telephone: A wireless telephone (or mobile telephone, or cellular

telephone) is a handheld wireless device used for voice and data communication

through radio signals. These telephones send signals through networks of

transmitter/receivers, enabling communication with other wireless telephones or

traditional "land line" telephones. A wireless telephone usually contains a "call

log," which records the telephone number, date, and time of calls made to and

from the phone. In addition to enabling voice communications, wireless

telephones offer a broad range of capabilities. These capabilities include: storing

names and phone numbers in electronic "address books;" sending, receiving, and

storing text messages and e-mail; taking, sending, receiving, and storing still

photographs and moving video; storing and playing back audio files; storing

dates, appointments, and other information on personal calendars; and accessing

and downloading information from the Internet. Wireless telephones may also

include global positioning system ("GPS") technology for determining the

location of the device.

b. Digital camera: A digital camera is a camera that records pictures as digital

picture files, rather than by using photographic film. Digital cameras use a

variety affixed and removable storage media to store their recorded images.

Images can usually be retrieved by connecting the camera to a computer or by

connecting the removable storage medium to a separate reader. Removable

storage media include various types of flash memory cards or miniature hard

drives. Most digital cameras also include a screen for viewing the stored images.
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This storage media can contain any digital data, including data unrelated to

photographs or videos.

c. GPS: A GPS navigation device uses the Global Positioning System to display its

current location. It ofEen contains records the locations where it has been. Some

GPS navigation devices can give a user driving or walking directions to another

location. These devices can contain records of the addresses or locations involved

in such navigation. The Global Positioning System (generally abbreviated

"GPS") consists of 24 NAVSTAR satellites orbiting the Earth. Each satellite

contains an extremely accurate clock. Each satellite repeatedly transmits by radio

a mathematical representation of the current time, combined with a special

sequence of numbers. These signals are sent by radio, using specifications that

are publicly available. A GPS antenna on Earth can receive those signals. When

a GPS antenna receives signals from at least four satellites, a computer connected

to that antenna can mathematically calculate the antenna's latitude, longitude, and

sometimes altitude with a high level of precision.

d. External hard-drive: A handheld electronic storage media device used for storing

data (such as documents, files, images, names, addresses, spreadsheets or data)

and utilizing computer programs. External hard-drives are connected to laptops

and other computers which use them to access stored information and files. These

types of removable storage media devices include various types of flash memory

cards or miniature hard drives. These devices and storage media can store many

forms of digital data. These devices can store word-processing documents,
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spreadsheets, and presentations and may also store global positioning system

("GPS") data.

e. IP Address: An Internet Protocol address (or simply "IP address") is a unique

numeric address used by computers on the Internet. An IP address is a series of

four numbers, each in the range 0-255, separated by periods (e.g., 121.56.97.178).

Every computer attached to the Internet computer must be assigned an IP address

so that Internet traffic sent from and directed to that computer may be directed

properly from its source to its destination. Most Internet service providers control

a range of IP addresses. Some computers have static—that is, long-term—IP

addresses, while other computers have dynamic—that is, frequently changed—IP

addresses.

f. Internet: The Internet is a global network of computers and other electronic

devices that communicate with each other. Due to the structure of the Internet,

connections between devices on the Internet often cross state and international

borders, even when the devices conummicatmg with each other are in the same

state.

28. Based on my training, experience, and research, your Affiant knows that the
/

Apple IPhone has a capability that allows it to serve as a wireless cellphone, able to access the

internet with an IP address, and able to locate itself as a GPS. This device is also able to access

social media formats, such as Facebook, Instagram, and others, via the Internet, and this device

as storage media is able to store digital data. In my training and experience, examining data

stored on this type of device can uncover, among other things, evidence that reveals or suggests

who possessed or used the device.

15



ELECTRONIC STORAGE AND FORENSIC ANALYSIS

29. Based on my knowledge, training, and experience, I know that electronic devices

can store information for long periods of time. Similarly, things that have been viewed via the

Internet are typically stored for some period of time on the device. This information can

sometimes be recovered with forensics tools.

30. Forensic evidence. As further described in Attachment B, this application seeks

permission to locate not only electronically stored information that might serve as direct

evidence of the crimes described on the warrant, but also forensic evidence that establishes how

the Devices were used, the purpose of its use, who used it, and when. There is Probable Cause to

believe that this forensic electronic evidence might be on the Devices because:

a. Data on the storage medium can provide evidence of a file that was once on the

storage medium but has since been deleted or edited, or of a deleted portion of a

file (such as a paragraph that has been deleted from a word processmg file).

b. Forensic evidence on a device can also indicate who has used or controlled the

device. This "user attribution" evidence is analogous to the search for "indicia of

occupancy while executing a search warrant at a residence.

c. A person with appropriate familiarity with how an electronic device works may,

after examining this forensic evidence in its proper context, be able to draw

conclusions about how electronic devices were used, the purpose of their use, who

used them, and when.

d. The process of identifying the exact electronically stored information on a storage

medium that is necessary to draw an accurate conclusion is a dynamic process.

Electronic evidence is not always data that can be merely reviewed by a review
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team and passed along to investigators. Whether data stored on a computer is

evidence may depend on other information stored on the computer and the

application of knowledge about how a computer behaves. Therefore, contextual

information necessary to understand other evidence also falls within the scope of

the warrant.

e. Further, in finding evidence of how a device was used, the purpose of its use, who

used it, and when, sometimes it is necessary to establish that a particular thing is

not present on a storage medium.

31. Nature of examination. Based on the foregoing, and consistent with Rule

41(e)(2)(B), the warrant I am applying for would permit the examination of the device consistent

with the warrant. The examination may require authorities to employ techniques, including but

not limited to computer-assisted scans of the entire medium, that might expose many parts of the

device to human inspection in order to determine whether it is evidence described by the warrant.

32. Manner of execution. Because this warrant seeks only permission to examine a

device already in law enforcement's possession, the execution of this warrant does not involve

the physical intrusion onto a premises. Consequently, I submit there is reasonable cause for the

Covrt to authorize execution of the warrant at any time in the day or night.
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CONCLUSION

33. I submit that this affidavit supports probable cause for a search warrant

authorizing the examination of the Devices described in Attachment A to seek the items

described in Attachment B.

Respectfully submitted,

/^? ^^M^^
Kevin Bodden
Senior Special Agent
U.S. Secret Service

Subscribed and sworn to before me

on March 20, 2019:

RICHAW ^.-BOT^RGEOIS, J^.
UNITED STATES MAGIST-R/CTE JUDGE
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ATTACHMENT A

The property to be searched is a black Apple iPhone with a cracked front screen, seized

from Cristian Constantin on March 10,2019,and a gray Shen Zhen DNS Industries, external

hard-drive, Model: 16WMS126-SLV, Serial Number 1846A, also seized from Cristian

Constantin on March 10, 2019, hereinafter the "Devices." The Devices are currently located in

the U.S. Secret Service Baton Rouge Resident Office's evidence vault, located at 2600 Citiplace

Centre, Suite 425, Baton Rouge, Louisiana 70808.

This warrant authorizes the forensic examination of the Devices for the purpose of

identifying the electronically stored mformation.described in Attachment B.
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ATTACHMENT B

1. All records on the Devices described in Attachment A that relate to violations of

18 USC 1029, Access Device Fraud and involve Crisdan Constantin since March 10, 2019,

including:

a. Records of stolen access device/credit card numbers and account information;

b. Files and software programs used to produce, generate, manufacture and re-

encode counterfeit re-encoded access devices and/or credit cards;

c. Images, files and software programs used to produce, generate and manufacture

false identification documents and/or cards;

d. Any information recording Cristian Constantm's schedule or travel from March 7,

2019 to the present and any mapping or geo-locating data indicating travel;

e. Any bank records credit card bills, account information, and other financial

records;

f. Text messages, instant messaging, postings or any other communications relating

to social media accounts and messaging services;

g. Phone calls between Cristian Constantin and any other subjects, merchants,

financial institutions, along with dialed numbers, duration of calls, dates, times

and locations;

h. Smartphone listings of contacts, including names, addresses, emails and numbers

for any and all contacts saved onto the cellphone;



i. Emails either sent, received or stored by the smartphone;

j. IP addresses, search engines searches and requests and internet histories and

browsing histories still recorded;

2. Evidence of user attribution showing who used or owned the Devices at the time

the things described in this warrant were created, edited, or deleted, such as logs, phonebooks,

saved usernames and passwords, documents, and browsing history;

3. Records evidencing the use of the Internet Protocol address to communicate with

any email internet service providers or social media platforms, including:

a. records of Internet Protocol addresses used;

b. records of Internet activity, including firewall logs, caches, browser history and

cookies, "bookmarked" or "favorite" web pages, search terms that the user

entered into any Internet search engine, and records ofuser-typed web addresses.

As used above, the terms "records" and "information" include all of the foregoing items

of evidence in whatever form and by whatever means they may have been created or stored,

including any form of computer or electronic storage (such as flash memory or other media that

can store data) and any photographic form.

Law enforcement personnel (who may Include, in addition to law enforcement officers

and agents, attorneys for the government, attorney support staff, agency personnel assisting the

government in this investigation, and outside technical experts under government control) are

authorized to review any information removed from the US Secret Service s Baton Rouge



Resident Office evidence vault, located at 2600 Citiplace Centre, Suite 425, Baton Rouge,

Louisiana, in order to locate the things particularly described in this Warrant.



AO 93 (Rev. 11/13) Search and Seizure Warrant

UNITED STATES DISTRICT COURT (U d'-" f
for the

Middle District of Louisiana

Tn the Matter of the Search of )
(Briefly describe the property to be searched )
or identify the person by name and address) ~^ Case NO. 19-mJ- ^\0

One Gray External Hard Drive, and One Black Apple )
iPhone, Currently Located at 2600 Citiplace Centre, )

Suite 425. Baton Rouge, Louisiana 70808 )

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the _ Middle District of Louisiana^

(identify the person or describe the property to be searched and give its location)'.

SEE ATTACHMENT "A"

I fmd that the affidavit(s), or any recorded teslimony, establish probable cause to search and seize the person or property

described above, and that such search will reveal (identify the person or describe the property to be seized}:

SEE ATTACHMENT "B"

YOU ARE COMMANDED to execute £his wairant on or before Apr:i S. 2oi4 (not to exceed 14 days)

H in the daytime 6:00 a.m. to 10:00 p.m. 0 at any time m the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken to the

person from whom, or from whose premises, the property was taken, or leave the copy and receipt at ihc place where the

property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an inventory

as required by law and promptly return this warrant and inventory to _Richard L Bourgeois, Jr. _.
(United States Magistrate Judge)

O Pursuant to 18 U.S.C. § 3103a(b), I fmd that immediate norification may have an adverse result listed in 18 U.S.C.

§ 2705 (except for delay of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose

property, will be searched or seized (check the appropriate box)

H for _ days (mi to exceed 30) 1_3 until, the facts justifying, the later specific date of _ _ .

Date and time issued: '1>\Z o /1^\ <\V \^ \\<Tc\^ '. -)^—^L^^.^- \, ^yt__
Judge s sfgfiahn

City and state: Baton Rouge, LA _ Richard L. Bourgeois, Jr., Magistrate Judge
Printed name and iiiie



ATTACHMENTA

The property io be searched is a black Apple IPhone with a cracked front screen, seized

from Cristian Constantin on March 10, 2019, and a gray Shen Zhen DNS Industries, external

hard-drive. Model: 16WMS 1 26-SLV, Serial Number 1846A, also seized from Cristian

Constantin on March 10, 2019, hereinafter the Devices. The Devices are currently located in

the U.S. Secret Service Baton Rouge Resident Office's evidence vault, located at 2600 Citiplace

Centre, Suite 425, Baton Rouge, Louisiana 70808.

This warrant authorizes the forensic exammation of the Devices for the purpose of

identifying the electronically stored information, described in Attachment B.
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ATTACHMENTB

1. All records on the Devices described in Attachment A that relate to violations of

18 USC 1029, Access Device Fraud and involve CristianConstanfin since March 10, 2019,

including:

a. Records of stolen access device/credit card numbers and account information;

b. Files and software programs used to produce, generate, manufacture and re-

encode counterfeit re-encoded access devices and/or credit cards;

c. Images, files and software programs used to produce, generate and manufacture

false identification documents and/or cards;

d. Any information recording Cristian Constantin's schedule or travel from March 7,

2019 to the present and any mapping or geo-locating data indicating travel;

e. Any bank records credit card bills, account information, and o&er financial

records;

f. Text messages, instant messaging, postings or any other conrmunications relating

to social media accounts and messaging services;

g. Phone calls between Cristian Constantin and any other subjects, merchants,

financial institutions, along with dialed numbers, duration of calls, dates, times

and locations;

h. Smartphone listings of contacts, including names, addresses, emails and numbers

for any and all contacts saved onto the cellphone;



i. Emails either sent, received or stored by the smartphone;

j. IP addresses, search engines searches and requests and internet histories and

browsing histories still recorded;

2. Evidence of user attribution showing who used or owned the Devices at the time

the things described in this warrant were created, edited, or deleted, such as logs, phonebooks,

saved usemames and passwords, documents, and browsing history;

3. Records evidencing the use of the Internet Protocol address to communicate with

any email internet service providers or social media platforms, mcludmg:

a. records of Internet Protocol addresses used;

b. records of Internet activity, including firewall logs, caches, browser history and

cookies, "bookmarked or "favorite" web pages, search terms that the user

entered into any Internet search engine, and records ofuser-typed web addresses.

As used above, the terms "records" and "information" include all of the foregoing items

of evidence in whatever form and by whatever means they may have been created or stored,

including any form of computer or electronic storage (such as flash memory or other media that

can store data) and any photographic form.

Law enforcement personnel (who may include, in addition to law enforcement officers

and agents, attorneys for the government, attorney support staff, agency personnel assisting the

government in, this investigation, and outside technical experts under government control) are

authorized to review any information removed from the US Secret Service's Baton Rouge



Resident Office evidence vault, located at 2600 Citiplace Centre, Suite 425, Baton Rouge,

Louisiana, in order to locate the things particularly described in this Warrant.


